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Management Location

L

Technician gains access
to Site1-PLC but not AD/LDAP

Site3-RTU based on
policy; Xage Gateway

logs into PLC. / Xage Brokei

Field Site-1, Site 2 Site 3

PLC RTU || PLC RTU

Authenticate
once with

Xage Gateway logs into PLC.

Fabric Xage Gateway uses proxy, filter,

or direct account management
for enforcement.
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Xage Enforcement Point
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Point - transparent

. Step 1
Provision Xage Broker Xage Fabric P
,  Access Policy Provision Activate Account
| PRl S ' Access Policy & Change Pass
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, W ) Access to PLC is allowed only '
' S "+, after successful authentication

Step 1 PLC Login: Username &
Authenticate to ., Step 2 Step 2 Password
Xage ! ' | Step3

5 ‘ Provision account

. on workstation _
HMI or Operator Workstation
g Lﬂ, - Add L
- Modify
Xage Enforcement Step 3 - Delete



Xage XEP demo

NAAAAAA AN A,

Xage Manager Xage Broker

Network 10.0.0.0
Netmask 255.255.255.0

33 34
PLC-—MELSEC FX5U XEP — Supermicro E50-9AP PC - GX Works3

enoz enol

.58 (br0)




Xage Security PoC &ZEY>TJ)iERk

Xage Xage
[ Web J Manager [ BfOker

Browser

Windows Native Programming
Applications

........

— &5 DPCLEIZHEHVM T Xage Fabricx# X
(Fabric = Broker + Gateway(GW) )
JAv I F—2DEHFTHRLTI DOVMARE

O—AILFE=IFT)E—FDD

WEBD7 5 OH—HTO7 VX I REZ = WMoT T /N RARET

XageRT7 V2 RBEE. 7O RO JE%
TABHEIIZT S

P Assetl ) @ P Asset2 )l IP Asset2
¢ § S |




XageDJOvIFI—(CDNT

o JOVIFI—>D—MSBY Q4T
- AN EURE. X
- INEETERLV, ENTHEERNMZIE

E—[aEa MFELRL
b St

7\‘J|\'7 NHHH
R T —ANR—-X

&

Xage Manager

Xage Broker

Fabric

Process and Control

329 fhocs 40] Ttaesacton ] Chaincode

%’I.‘l‘%ETE*E\ 745:\/7_"{7_-‘{\ -U._7_'4747_:/3>\
20774 KU —BEDRES



ARTTYER A2

AR ) — X5 e s

[GTERREDEMF]
DF—5EiE-HEFHOARE
ST AN FETEELECE DR
T—EftNT—SEEE
PEORSN FEELRT 5%
T —J{EEENEEPhEI TER
2t+1U5|\
HERTF 1T HFENGEBLANTVWACEE
TF1)T1DEMF(BETTFAAZ)MNEFE
SEEER BT
fEFENMN—FEREICHBULT.
LITFoLgngzElRRiAHT a8
HESENE ¢ FSEEE 2 0l
FREFRE - £1915%L

> ERECHUZSERSTEICEDVLWTITIRRBIREIC
2T, BT 0IeE%ELS.

W H2E ERHE A AR
YIRIT Y 3%
e s 200% {Ehﬁﬂ;}ib%i&@
1R
Bi=E (GEABERN20%FEE)
C [aRSED 6]

FHNERMESE (oY —F) 7973 RCENBEET 2

AT.VIMIITFE) ) T EER =
mENES:1Es - 5,000HH

# STEOEECIA. #RERERS S RO EEENEz 3%
=T e

TR EREN—LAN—S

Oty b+ TAFEEH. 7 — 8IS - Ao Z a3 AT L (F-)0

-Iuhl

-

Jlnl

T —NCT7D

ZjF:L S5~ @D Xageh'Bxhiila
— BEZITOI AT LADEET (BEemE)

T ATEBIANY) - Bz

B EARPR (CHI PRI DILHHA
7 —FEEEITD S AT LABOBEFEH

>
fp — — Nf
BE—AICHE

iy VAN YA u ¥ =

T —A X T DIENS DA ETR T T

(ZXF LT,

WHEIRHHRZE U D
SEENIFOEY)A T T EARR (NI mE)

ANETRT7 D2 R RF I DK

FRANBLHE & Tefit

RENE U ITimEOXI T ET 7= BAfE(L
ReMHIEEPFT - RR(CIT @Y TF1I U+«

XJ R

r—=—

AL

RODHERS

HARY (CEARN DRSS 1E

b\fdxb \b\ﬁﬁn (!

€ xage



Xage Fl5%k




Xage D> AT LiEhk

Xage Manager
« RUS—EHE, 7S5—PMREA—TAML—23>EH

EEEC O

. U5 RERFASTL S ZMEERS Operations Applications
@ Xage Broker  Xage Manager
age Broker
. ADYLDAPEIEEL TA N> NUBEPF X | | |
> l\D_)l/\ J_ﬁa)b;-‘>:/17)b%ﬂ\ 5‘-‘, (‘(Z% e ittt ettt :
HBZ{TS = =

« DSORIFREAST LRz

Xage Gateway

O

Process and Control

- O3> MO, FINARER, FINARATD
CAANDUSAL LI~ T—HEBET7IVUVDIC

r r Optional Xage Clients

KdtF1 VU5 DIEE E

- TwSVYVU1—>3>, ERTEASTShSABAZON Xage Gateways
DY R— K~ :

Xage Fabric formed by Brokers and
Gateways
- BLIBHRORE. 715271474, Y—F1J4
—>3>, JOI7AI. RUS—
- JOVIFI—20N. v I FPREIBEEORE

Users, Apps, and Devices




Xage Security H/hk—~JORIL

Industrial and management protocols Security Services

« HTTP(s), SSH, Telnet e Microsoft Active Directory 2012
e Modbus, MQT e Microsoft Certificate Authority
e EST over HTTPS and CoAP-DTLS e OpenLDAP and RADIUS

e X.509 certificates with RSA and ECC
e« DNP3 (roadmap)

e [EC 61850 (roadmap)

e CAN Bus (roadmap)

« BACNet (roadmap)

Supported OS and Hardware

e 5SG supported on ARM and X86 (5-20MB)
e Dell lIoT Gateway 3000 and 5000

e Intel Fog Gateway (roadmap)

e EdgeX, Ubuntu, SUSE, Docker
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